Signaling has been one of the key areas of Voice over IP (VoIP) technologies since inception. H.323 was the key protocol that allowed interoperability of VoIP products and moved the industry away from the initial proprietary solutions. Once the VoIP industry started maturing, some limitations of H.323 came to light. In this article we provide an overview of H.323, describe its capabilities, and discuss how its limitations are being addressed using the concept of gateway decomposition. We also discuss how H.323 can coexist with other protocols such as MGCP, H.248, and SIP which are attracting a lot of interest in the VoIP industry today.
INTRODUCTION
Signaling is one of the most important functions in the telecommunications infrastructure because it enables various network components to communicate with each other to set up and tear down calls. Significant efforts were undertaken in past decades to develop the signaling protocols in use in today's telephone network, also known as the public switched telephone network (PSTN). These protocols, such as Signaling System No. 7 (SS7) and Q.931, are defined in large detailed specifications developed by various standardization organizations.
Similar efforts are now being undertaken to define voice over IP (VoIP) signaling. Since the very beginning of the VoIP industry, issues around signaling protocols for VoIP have been the focal point of industry debates. So far, the VoIP industry has gone through three stages in terms of signaling protocol evolution: precommercial (1980) (1981) (1982) (1983) (1984) (1985) (1986) (1987) (1988) (1989) (1990) (1991) (1992) (1993) (1994) (1995) , PC-centric (1995 PC-centric ( -1998 , and carrier grade (1998 on).
The precommercial stage was characterized by research activities in various universities and research organizations of the Internet community. Much of the work was coordinated by two working groups in the Internet Engineering Task Force (IETF), the Internet's standards organization. The Audio/Video Transport (AVT) working group produced the Real-Time Transport Protocol (RTP) [1] . The Multiparty Multimedia Session Control (MMUSIC) working group designed a family of protocols for multimedia conferencing over the Internet, including the Session Initiation Protocol (SIP) [2] for session setup and teardown. The primary focus in this stage was on audio and video conferencing over the Internet. Interworking with the PSTN was only a small part of the overall effort. Until 1996, SIP was the only signaling protocol for multimedia conferencing over the Internet and was used by much Internet conferencing freeware/shareware such as VAT and CuSeeMe. The protocol underwent many revisions before it was approved by IETF as a proposed standard in March 1999.
The PC-centric stage started in early 1995 when commercial VoIP software first appeared on the market. Initially, these products allowed a user to place a call over the Internet from a multimedia PC to another multimedia PC. All the signaling and control functions resided on the PCs. Each product relied on a proprietary signaling protocol for call setup and teardown, which made it virtually impossible for two vendors' products to interoperate. To address this problem, the International Telecommunication Union (ITU) started work on standardizing VoIP signaling protocols in May 1995. In June 1996, Study Group 16 of ITU -Telecommunication Standardization Sector (ITU-T) decided on H.323 v. 1, referred to as a standard for realtime videoconferencing over nonguaranteed quality of service (QoS) LANs.
H.323 came out at the right time for the fledgling VoIP industry. The momentum of H.323 for VoIP was so great that by the end of 1996, most PC client software vendors were moving toward building H.323-compliant products. Unlike the previous stage, interworking with PSTN was the focus from the very beginning since bypass of PSTN telephone charges was then regarded as one of the main economic drivers for VoIP. Consequently, we also witnessed a proliferation of H.323 gateway products that enable phone calls to be made across the PSTN and the Internet.
The 
H.323 OVERVIEW
In this section we describe, at a high level, the H.323 architecture by defining the main components of the architecture: the terminal, the gatekeeper, the gateway, and the multipoint control unit. We then define the various protocols that are part of the H.323 family and are used by the components of the architecture for communicating with each other. We also define how services can be implemented within the H.323 architecture.
THE H.323 ARCHITECTURE
The H.323 standard [4] was initially targeted to multimedia conferencing over LANs that do not provide guaranteed QoS. The functional architecture of an H.323 system is depicted in Fig. 1 Figure 2 summarizes the relationship of various protocols involved in H.323.
When GKs are used within the network, an H.323 call generally goes through seven phase, shown in Table 1 . The first three phases correspond to call setup. The last three phases correspond to call teardown. When no GK is involved, phases 1 and 7 are omitted. For simple VoIP calls, H.323 defines fast connect which reduces the seven phases of a call by combining the Q.931 and H.245 phases.
Two call control models are supported in H.323: direct call and GK-routed call, as shown in Fig. 3 .
In the direct call model, all Q.931 and H.245 signaling messages are exchanged directly between the two endpoints; so are the RTP media streams. As long as the calling endpoint knows the transport address of the called endpoint, it can set up a direct call with the other party. This corresponds to the early PC client model, using IP as transport for free Internet phone calls. The GK cloud and RAS channels are optional. When GKs are present, the calling TE (TE1) may request address resolution service from its GK, and the called TE (TE2) may ask for permission from its GK to accept the call. This model is unattractive for large-scale carrier deployments because carriers may be unaware of calls being set up, which may prevent them from providing sufficient resources for the call and charging for it.
In the GK-routed call model, all signaling messages are routed through the GK cloud. In this case, use of RAS is necessary. This model allows endpoints to access services provided by the GK cloud, such as address resolution and call routing. It also allows the GKs to enforce admission control and bandwidth allocation over their respective zones. This model is more suitable for IP telephony service providers since they can control the network and exercise accounting and billing functions. Each H.450.X with X larger than 1 defines a supplementary service application protocol for a specific service. A supplementary service application protocol data unit (SS-APDU) is encapsulated in the UUIE of a Q.931 message as the h4501SupplementaryService parameter. For example, H.450.3 specifies the call diversion services, which includes call forwarding unconditional, call forwarding busy, call forwarding no reply, and call deflection. These services roughly correspond to various call forwarding features in the PSTN. For each service, a set of procedures and the corresponding message flows are defined, such as activation, deactivation, interrogation, registration, and invocation.
H.323 SERVICES
Non-H.450-Based Services -The disadvantage of H.450-based services is that new specifications need to be developed by the ITU, and TEs may need to be upgraded before a service is deployed. This slows down deployment of new services, an undesirable feature in the VoIP environment. There are alternatives to H.450-based services that carriers can use to deploy services. Services can be implemented inside GKs. When the GK is used for address resolution, there are many services, such as mobility services, that can be offered to customers. The GK-routed call model allows carriers to introduce more advanced services.
Most services implemented inside the GK are implemented in a proprietary manner. This is similar to what happened initially in the PSTN environment. Eventually, as the VoIP industry matures, a more standardized approach will become important. Intelligent network (IN) was introduced in the PSTN to standardize the development of services and locate service logic in a separate platform. There are already discussions of integrating IN with GKs, and there are some GK products that provide some support for IN-based services. ITU-T SG16 began standardizing this work in August 1999 as Annex D of H.246. However, due to lack of contributions, the work is progressing very slowly. It is unclear at this point whether an IN approach will be the final solution to standardizing development of VoIP services, or another alternative will emerge.
Realizing the limitation of H.450, ITU-T SG16 initiated two new work items in 1999 for version 4. One is to introduce an HTTP-based control channel for H.323 devices so that a service provider is able to display web pages to the user with H.323 call-related contents. This is addressed in Annex K of H.323, which provides a new way to create new services using a mechanism similar to third party call control. The other work is to provide a new "stimulus-based" control mechanism for H.323 systems so that a relatively simple H.323 endpoint can rely on the intelligence residing in the network elements such as feature servers. This is addressed in Annex L of H.323, which utilizes the "package" concept introduced in MGCP or H.248 for endpoint capability customization. In effect, • Availability: When a GW is down, all active calls through the GW disappear. There was no mechanism in H.323 for failover.
• User friendliness: Most VoIP services require that a subscriber dial the phone number to connect to the GW and then dial the number of the destination of the call. This procedure is called two-stage dialing. This is largely a result of the lack of SS7 connectivity. The fundamental factor limiting the number of lines an H.323 GW can handle is the monolithic packaging of signaling and media transformation into one box. The number of lines in a GW is determined by the number of simultaneous calls it can handle, which is limited by its CPU processing power and memory capacity. The signaling and media transformation functions have very different processing requirements.
Generally, signaling is less computationally intensive, mostly involved in call setup and teardown. Media transformation is much more computationally intensive because low-bandwidth codecs employ sophisticated algorithms, and GWs may have to apply echo cancellation and silence compression on the media for each active call. Media transformation also occurs through almost the entire duration of a call. From the above analysis, it was concluded that separating the signaling and media transformation functions would allow for more scalable GWs. This is the idea behind GW decomposition, discussed in detail next.
FUNCTIONAL DECOMPOSITION OF H.323 GATEWAYS
We illustrate the idea of functional decomposition in TIPHON has been one of the leading organizations standardizing VoIP.
An H.323 GW (bounded by the dotted line in Fig. 5 ) is decomposed into three functional components:
• Signaling gateway (SG): The SG provides the signaling mediation function between the IP and PSTN domains.
• Media gateway (MG): The MG provides the media mapping and/or transcoding functions. It maps or transcodes the media in the IP domain (e.g., media transported over RTP/UDP/IP) and media in the PSTN domain (e.g., PCM encoded voice). The MG also performs signal processing functions such as voice compression, network echo cancellation, silence suppression, comfort noise generation, encryption, fax conversion, and analog modem conversion (for passing analog modem signals "transparently" through the packet network). In addition, the MG performs conversion between tones on the PSTN side and the appropriate signals on the packet network side when necessary. The MG can also provide services such as playing announcements and performing voice recognition. 
H.323 AND OTHER VOIP SIGNALING PROTOCOLS
Originally H.323 was the main signaling protocol for VoIP. In the past four years other signaling protocols have received attention in the VoIP industry and are now being considered as alternatives to H.323. Two of these protocols and their relationships with H.323 will be considered next: MGCP and SIP.
H.323 AND MGCP
MGCP and the Megaco/H.248 standard have provided a way for H.323 to address some of its original limitations of scalability, availability, and integration with SS7, as discussed earlier. As part of large scale H.323 deployments, media gateway control protocols such as MGCP and Megaco/ H.248 will coexist. H.323 will be the protocol terminals used for communicating with each other and with the network. Media gateway control protocols will be used by GKs to control large gateways that interconnect the VoIP network with the PSTN.
Media gateway control protocols may not just complement H.323 but also present an alternative to H.323 altogether in VoIP deployments. Some of the terminals being considered today for VoIP deployment include cable and DSL modems that may have limited computing resources. For those types of devices it may be more appropriate to use MGCP to provide VoIP signaling instead of H.323. The MGCP architecture assumes that most of the intelligence is inside the network and that customer premises equipment (CPE) has limited functionality which reduces the cost of those devices [3] . New services can be introduced without requiring any CPE upgrades and handled by simply upgrading the centralized software that contains the intelligence for implementing services. Services can be made available to all customers willing to pay without requiring that the customer download and install any new software. In addition, MGCP does not allow terminals to make calls directly to other terminals, which allows carriers to control QoS and charge appropriately.
For carriers that prefer to centralize the intelligence and use simple inexpensive CPE, MGCP is a desirable choice. In fact, Cable Labs, the standardization forum for the cable TV industry, We expect that in the short term both protocols will coexist. This is the reason why interworking of H.323 and SIP is being considered [5] . There are also products in the market today called call agents or soft switches that support H.323, SIP, and MGCP, and allow terminals supporting any of these protocols to place VoIP calls to other terminals regardless of the signaling protocol the terminal supports. Eventually market forces will determine whether all these VoIP signaling protocols will need to be supported.
SUMMARY
H.323 was the first VoIP standard that helped move the VoIP industry away from proprietary solutions and toward interoperable products. The H.323 architecture is still evolving in several areas such as the gateway decomposition architecture and integration of H.323 with IN. This evolution is addressing some of the original limitations of H.323. Other protocols such as SIP have also been introduced as alternatives to H.323. It is unclear how the VoIP signaling architecture will eventually evolve, but it is clear that these different signaling protocols will need to coexist for some time. The industry debate on the VoIP signaling architecture will continue to attract a lot of attention, and the evolution will be determined by the VoIP market forces.
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